Petes Viewpoint




Scammers costing duped Kiwis
up to $500m a year




Scams — via email & phone calls

Why do they do it?
Fake inheritance, Fake Online Romance, Fake invoices, Fake Prize winning, Fake
mystery shoppers, Fake ID verifications — etc etc
1. Get afoothold into your network
2. Install software on your devices, o maintain access & monitor your communications
3. Steal details or data about your environment.
4. Install a key-logger to get your password / credit card details

5. Validate that they have your working email address — they can then collate & sell that

6. Get your usernames, passwords, pins, other login details




Scams - via email

Tue 26/03/2019 551 AM
vodafone <invoice@vodafone.co.nz>

Your vodafone invoice available now 687239.

To farmstay

Hi,
Thanks for working with us. Your bill for $673.75
was due on 25 Mar 2018.

If you've already paid it, please ignore this email and sorry for bothering you. If you've not paid it, please do so as
soon as possible.

To view your bill visit https://in.vodafone.co.nz/mutD3I3X8InTWxQBRDKNs4x2SEP3jg

If you've got any guestions, or want to arrange alternative payment don't hesitate to get in touch.

Thanks

Site Vodafone




Scams - via email

& CourierPost

Hi Peter,
This is an automated message o let you Know that your order s pending for
delivery
Please check the status so we can proceed with your order.
Selection” woodhigh@vodafone co.nz
Order. PhON32018
Status: approved

item: Samsung 59 / iPhone X

CHECK YOUR ORDER STATUS

NZ CourterPost

Unsubscribe




Scams - via email

Thu &6/12/2078 S:04 AM
Courier Post <reply@unbics.info>
Item: Samsung 52 f iPhone X

@vodafone.co.nz

problems with how this message is displayed, click here to view it in a web browser.

& CourierPost

Hi FPeter,

This is an automated message 1o let you know that your order is pending for
delivery.
Please check the status so we can proceed with your order

Selection: woodhigh@vodafone.co.nz
Order: PhON32018
Status: approved
Item: Samsung 59 / iPhone X

CHECK YOUR ORDER STATUS

HNE CournerPost

Unsubscribe




Scams - via email

Tue 30/10/2018 11:12 Pi
New-world{ <check.qu150@bethlehem.PadInteractive.com>

You have been selected...

NEW WORLD




NEW WORLD

Dear Woodhigh,

you won a New World gift-card

We'd like to make sure we got your email address right.

woodhigh@outlook.co.nz

it's your email address?
claim your gift-card now

Thanks,

The new world team

® Copyright NewWorld 2018 All rights reserved




Sent: Wednesday, 20 March 2019 4:55 PM

To: farmstay@woodhigh.co.nz

From: NETFLIX <1notify5086pay5806@pickupvw.de>
Subject: Reminder (#NZ705211): Please Renew your subscription.

Please update your payment details
Hi,

We're having some trouble with your current billing information. We'll try again,

but in the meantime you may want to update your payment details.

UPDATE ACCOUNT NO

Please do not reply to this email.

Need help? We're here if you need it. Visit the Help Center or contact us now.

Your friends at Netflix

Questions? Call 0120-934-474




Scams - via email

Kon 1,/04/2019 3:20 PM

subscription.notifications@post.xero.com <d.tanner@iorpix.com>

Your Xero Invoice

To farmstay@woodhigh.co.nz

Here's your latest Xero subscription invoice. The amount will be debited from vour credit card on or after 23 Oct 2018.

View your bull online: INV-7309005

If you have any quernies about vour invoice amount, please see the support article at Xero Central.

Regards,
The Xero Billing Team

Note: we have recently seen fake Xero subscription invoice emails being sent out by scammers. A genuine Xero subscription invoice email:

» Will be sent from subscription notifications(@post. xero.com.




Scams - via email

How to avoid problems?
1. Change password regularly — Suggest DASHLANE for password managing

2. Never give your VISA/Mastercard security 3 digit key to email questions

3. Have good anti-virus software/ firewall / email protection like Trend-
Micro /Nortons

4. Do not click on any links or open attachments from emails claiming to be
from your bank or another trusted organisation and asking you to update
or verify your details - just press delete.

5. Study recommendations at www.netsafe.org.nz



Interesting images

How long until Microsoft support for Windows 7 ends?

Find out how much longer Windows 7 is safe to run on your PC.

How much?

Contact

Peter Sinke re

memibers only
price

Excludes
Home
Versions




Devasting image — Paradise
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Interesting images
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Interesting images
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Interesting images




Interesting images




Children in an iron lung before the advent of the
polio vaccination. Many children lived for months

9 /13:34




Obyviously their
Police not as
Vigilant as NZ
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Technology
LEAP Fact —

we upgrade our phones faster than our PC'’s
It makes sense that smartphones
shoulc how Serve as our primary
compuling cevices. Ihe performance
gep between Smartphones and
[eptops keeps widening, oo, In other
Wwords, anyining laptops can do, many
smartphones can already do better.




Technology
LEAP

And all goeing well;

This presentation is coming

off my phone

and not our Rotary Laptop PC




